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1.0 Purpose

This procedure describes steps required to connect to the Goodrich VPN network.
This document has grown considerably in size since we have been migrated into
the Goodrich network. Please be sure to read the appropriate sections carefully
and thoroughly. Most calls and tickets to the IT Helpdesk regarding VPN issues are
due to not reading / following instructions properly.

2.0 Goodrich Laptop Users

Critical Update to these Instructions on 5/19/2010

Before you can connect to the VPN Network from a remote location, (home, hotel,
wifi network, etc) you need to install the AnyConnect tool from the VPN website

while you are inside your AlS facility.

Once you have successfully installed AnyConnect (a mostly automated process)
from within the building you will not have to go on the internet to launch your
VPN session. You can simply launch AnyConnect from your start menu and login
to the VPN using your username + pin/token number.

From within an AIS facility...

1: Visit www.atlanticinertial.com and click the Employee Portal Button on the
homepage, then select US.



VPN
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2: Click the “VPN — Remote Access” button.

3: You will be warned that “There is a problem with the website’s Security
Certificate”, click “Continue to this Website”.

A: You may be prompted to install a Java Applet. Click Yes to install, and either “Yes”
or “Run” to any prompts that Java displays allowing it to complete its installation;
Note: Check the “Always trust content from this publisher” box, and then click
Continue.

Wharning - Security El

The web site’s certificate is invalid. Do you want 1o
continue?

The certificate cannot be werified by a irutted source. Dby continue if i
W3 voutnmt the origin of the spgicaticn bare Informstion.,

B: Approve / Allow any security, pop-ups or notifications during this installation

4: At the VPN Login Screen:

Please enter your username and password.

USERMAME: | |

Passcode | |

GROUP: GRTRUSTED ~

A: USERNAME: (firstname.lastname)
B: Passcode: Enter the 6 digit number displayed on your token. (On your



initial login, you will be prompted to create a new pin. Once your pin has
been established you will enter it before the 6 digits displayed on the token

at each login.

c: Group: GRTrusted. REMEMBER! Set to GRTRUSTED only if you are a
Goodrich laptop user! If you’re using your personal PC, please see Section
3.0.

5: Click Login. The screen below will appear. Click Continue.

Warning!Warning! Warning! This network is
restricted to Goodrich authorized users for
business purposes. Unauthorized access is
aviolation ofthe law. This service may be
monitored for administrative and security
reasons. By proceeding, you consent to this
maonitoring. Warning! Warning! Warning!

[ Cancel ] [ Caontinue ]

6: The screen below will appear. You should click

¥ This website wants to install the following add-on: 'AnyConnect VPN Client' from 'Cisco Systems, Inc.”. }f you trust the website and the add-on and want to install it, click here...

bl Cisco AnyConnect VPN Client
CIsco

@ weblLaunch Using ActiveX for Installation

Please look at the top of your browser for the
information bar:
&

_ Platform
Detection

- ActiveX what's the Risk?

Information Bar Help

To proceed with set up, select "Install ActiveX
Control". If you are prompted to Retry or Cancel,
select Cancel.

Continuing in 28 seconds [skip].

7: Click the yellow bar that has appeared at the top of the screen and click “Install...”

As shown here:



Install This Add-on for All Users on This Computer...
What's the Risk?

Infermation Bar Help

yConnect VPN C

8: You will again be prompted to install software. In this case it is the AnyConnect softw:

i '

Internet Explorer - Security Warning 2

Do you want to install this software?
@ Mame: AnyConnect VPN Client
Publisher: Cisco Systems, Inc.

E]Mure options Install ] [ Don't Install

|"ﬁx While files from the Internet can be useful, this file type can potentially harm
. your computer. Only install software from publishers you trust. What's the risk?

9: Once the connection is established you should see a small Network icon with what lo
it.

lode; Off ¥ v HI10% -
9:58 AM

5/11,/2010

10: You are now successfully connected to the VPN. You may browse to your
mapped drives via “My Computer”, open and use Outlook, and use SharePoint
by hitting the home button in Internet Explorer.



3.0 Personal PC Users

Critical Update to these Instructions on 5182011

1: Visit www.atlanticinertial.com and click the Employee Portal Button, then
select US.

VPN
ACCESS

2: Click the “VPN — Remote Access” button.

3: You will be warned that “There is a problem with the website’s Security
Certificate”
click “Continue to this website”.

A: You may be prompted to install a Java Applet. Click Yes to install, and either
“Yes” or “Run” to any prompts that Java displays allowing it to complete its
installation;

Note: Check the “Always trust content from this publisher” box, and then click
Continue.

Warning - Security El

The web site’s certificate is invalid. Do you want to i
continue?

Mz 12, 196.6.3

Publsher: 121953

[ Biwrys bt content From thes poblicher]




B: Approve / Allow any security, pop-ups or notifications during this installation
(Antivirus or Spyware Apps, or Personal Firewalls).

4: At the VPN Login Screen:

Please enter your username and password.

LSERNAME: | |
Passcode | |
GROUP:  GRTERMINAL +

A: USERNAME: (firstname.lastname)
B: Passcode: Enter the 6 digit number displayed on your token. (On your
initial login, you will be prompted to create a new pin. Once your pin has

been established you will enter it before the 6 digits displayed on the
token at each login.

c: Group: GRTerminal. REMEMBER! Set to GRTERMINAL if you are

using your personal PC! If you are using a Goodrich laptop, then please
see section 2.0.

5: Click Login. The screen below will appear. Click Continue.

Warning!Warning! Warning! This network is
restricted to Goodrich authorized users for
business purposes. Unauthorized access is
aviolation ofthe law. This service may be
monitored for administrative and security
reasons. By proceeding, you consent to this
manitoring. Warning! Warning! Warning

[ Cancel ] [ Caontinue




6: The screen below will appear. You should click

@ This website wants to install the following add-on: "AnyConnect VPN Client' from 'Cisco Systems, Inc.. If you trust the website and the add-on and want to install it, click here...

bl Cisco AnyConnect VPN Client
cIsco

@ WebLaunch Using ActiveX for Installation

Please look at the top of your browser for the
information bar:

_ Platform
Detection

- ActiveX

InFarmation Bar Help

To proceed with set up, select "Install Activex
Control". If you are prompted to Retry or Cancel,
select Cancel.

Continuing in 28 seconds [skio].

7: Click the yellow bar that has appeared at the top of the screen and click
“Install...”

As shown here:

ebsite and the add-on and want to install it, click here...
Install This Add-on for All Users on This Cormputer...
What's the Risk?

Information Bar Help

yConnect VPN C

8: You will again be prompted to install software. In this case it is the
AnyConnect software Click “Install”.



-

Internet Explorer - Security Warning 2

Do you want to install this software?

@ Mame: AnyConnect VPN Client

Publisher: Cisco Systems, Inc.

E]Mure options Install ] [ Don't Install

I"ﬁ] While files from the Internet can be useful, this file type can potentially harm
"%/ your computer. Only install software from publishers you trust. What's the risk?

9: Once the connection is established you should see a small Network icon
with what looks like a lock on it.

0:58 AM
5/11/2010

| Remote Desktop
~>¢) Connection

Computer: Bxample: computer fabrilkkam .com

Username:  Mone specified

The computer name field is blank. Enter a full remote computer
name.

i x| Options Connect ] [ Help




Windows 7:

On a Windows 7 PC, Remote Desktop Connection can be found by clicking on
the Start menu, opening All Programs, and then opening the folder Accessories.
You’ll find Remote Desktop Connection inside.

Windows XP:

On a Windows XP PC, Remote Desktop Connection can be located in a couple
of places. First open the Start menu, All Programs, and then Accessories. Inside
this folder, the application can be located in a few places. In some cases it’ll be
available inside the folder Accessories. Other times it may be located in
Communications or System Tools.

Alternative Method:
You can also open up a run command and launch Remote Desktop Connection.

Windows 7:
Open up the Start menu and type in the search field mstsc.exe. This will launch Remote Desktop
Connection.

Windows XP:
Open up the Start menu and click on Run. In the field type mstsc.exe and then click OK. Then Remote
Desktop Connection will launch.

11. After finding Remote Desktop Connection, you will type BDL1TS01, and
click Connect.

La | il

B Remote Desktop Connection = | 2

| Remote Desktop
“>¢) Connection

Computer: bl Tts01 -

Username: Mone specified

ou will be asked for credentials when you connect.

(= Options Connect H Help




12. You may have a popup come when you click connect that looks like the one
below. If that is the case, click Yes.

B Remote Desktop Connection .

|'f—h The identity of the remote computer cannot be verified. Do
\ you want to connect anyway ?

This problem can occur f the remate computer is nunning a version of
Windows that is earlier than Windows Vista, or if the remote computer is not
configured to support server authentication.

For assistance, contact your netwark administrator or the owner of the remote
computer.

[ Dont ask me again for connections to this computer

fes | [ Mo J

12. You'll be brought to a screen where you are asked to login. Use your
Windows login and password (Goodrich\firstname.lastname).

Ex: Goodrich\John.Smith

13. After entering your credentials you will be brought to your remote
desktop.

To get to Outlook, please use Outlook Web Access. A web shortcut is located
on the desktop for your convenience.

If you have any questions or comments please contact your local IT HelpDesk.
Cheshire / Totowa: 203.250.3600. Heath: 740.788.5555



